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o %sic.Characteristics of typical MICA2 and MICA2-DOT motes [Crossbow
Technology Inc.]

MICA2 MICA2-DOT
Processor 8-bit 7.7 MHz Atmega 128 | 8-bit 4 MHz Atmega 128
RAM 4K bytes 4K bytes
ROM 128K bytes 128K bytes
EEPROM 512K bytes 512K bytes
Default packet size (under TinyOS) 29 bytes 29 bytes
Power supply 2 AA batteries 1 coin cell battery
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In many applications, such as target tracking, battlefield surveillance and intruder

detection, wireless sensor networks are often deployed in hostile unattended

environments
Sensing data and sensing readings need to be protected properly
Many protocols and algorithms do not work in hostile environments without security

Security becomes one of the major concerns where there are potential attacks

against sensor networks

Due to resource-constraints, public key routines (RSA, Diffie-Hellman Key Exchange,

ElGamal) not feasible in most sensor networks

Symmetric ciphers (AES, DES, RC5) are viable options for d/encryptions of data
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U Bootstrapping Protocol
« Phase 1. Key Pre-Distribution Phase

- Done in offline by a key setup server (i.e., the base station)

Sensor node ‘
Fig: Key Pre-Distribution Phase
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Phase 2: Direct Key Establishment / Shared Key Discovery Phase
- Executed after deployment of sensor nodes in a target field
- Two neighbors u and v share a key k, if they a common key between
their key rings Ku and Kv
- Physical neighbors
- Key neighbors

- Direct neighbors

Fig: Direct Key Establishment Phase
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Phase 3: Path Key Establishment Phase
-Executed after direct key establishment phase (if required)

-If two neighbors u and v not sharing a direct key, they establish a direct key if

there exists a secure path between them

- Node u securely sends the key k shared between u and v to its direct neighbor

Fig: h-hop Path Key Establishment Phase
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e Evaluation metrics

- Scalability
- Overheads (storage, communication and computation)

- Network connectivity : probability that two neighbor sensor nodes
share a common key

- Resilience against node capture: P,(c) probability that an adversary
can decrypt secret communication between two non-compromised
nodes u and v when ¢ nodes are already being captured.

I(continued...)
2

If P.(c) =0, we call a key distribution mechanism as unconditionally
secure or perfectly resilient against node capture.
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o Key Pre-Distribution Phase e Analysis
- Generate a single t-degree polynomial over Network Connectivity:
GF(0): t o - 100 %
Dt (x,y) = 3 a0y,
i,j=0
® (a;, € GF(q), f (X, y) = f(y,x)) Resilience ggalnst node capture:
- Unconditionally secure and t-
fu,y) collusion resistant (Not perfectly
O O secure)
O O f(u,y) F(U,y) - More than t nodes captured by
f(u,,y) O an adversary -
>> Compromise of whole
network
* Direct Key Establishment Phase .
U / V Scalability:

() IDofu d - Very small
* ID of v

f(u,v)=k,, = f(v,u)
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L Motivation

v Network performance of the
location-aware schemes degrades
dramatically when the deployment
error is larger

v" We propose a group-based location-
aware scheme based on existing
polynomial-based key distribution
scheme proposed by Blundo et al.

v Provides always unconditional
security against sensor node

capture and 100% connectivity.

Group G, |G |=t
@ L-sensor (MICA2-DOT)

i H-sensor, Group Head
(PDA)

Fig. Our Network Model
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e Key Pre-Distribution Phase « Generate a t-degree symmetric

« Target field is partitioned into m equal bi-variate polynomial f(x,y) over
disjoint groups G, (i = 1,2,...,m) GF(q) for all group heads (t>>m)

 Generate a t-degree symmetric

. . . . f X,
 Each group consists of a group head (H- bi-variate polynomial Gi (X, )

sensor) GH . and at most (t-1) L-sensor for each group G
nodes so that our scheme will always be
unconditional secure against node ID ID
capture,

MKan MK

u
f(GH.,
Key ring of u

Key ring of .
Polynomial pool of m t-degree polynomials y ring GH'
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e Direct Key Establishment Phase
e Inter-group pairwise key establishment
between group heads
L I

o IDofGHi
ID of GH,

f(GH,,GH,) =Kgy o1, = T(GH,GH,)

= Intra-group pairwise key establishment

ID of GH,
N @
GH, ID of u
fGi (GHi'u):kGHi,u = fGi (u,GH,)

ID of u

u @, @ v
ID of v

fe (Uu,v)=k,, = fe (v,u)
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(I)u > v:id, || RN,

(2)v > GH ; (T =(id, [[id, [[RN, [[RN)) [ MAC,, (T)

(3)GH; - BS :msg(2)

(4)BS > GH ;1 (E (k,,®id, ® RN ), E\ (k,,®id, ® RN,))
(5)GH; - v:imsg(4)

[k,, = (k,,®id, ® RN,)® (id, ® RN )]

(6)v > u:iEye (k,,®1d, @ RN,)

[k,, =(k,, @id, ® RN )@ (id, ® RN )]
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= Dynamic Node Addition Phase (in Deployment Group G, )

Not good idea to deploy more than t nodes in any deployment group, leads to not

unconditionally security

deploy only h nodes in initial deployment and remaining (t-h) nodes for dynamic node

addition in a group

Regular sensor node addition Group head node addition
ID ID
MK, MK,
fs (U Y) f(GH;,y)
fe, (GHi, Y)
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= Analysis  Network Connectivity:

- 100% connectivity

e Storage Overhead.: N _
 Resilience against sensor node
- ID + master key + one t-

degree polynomial share ( (t+1) Capture:_ _
log q bits) - unconditionally secure

e Communication Overhead:
- node’s own ID (most cases)

e Computational Overhead:
- one efficient poly evaluation
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Comparison of resilience against node capture with existing schemes

number of capuured fraction of communications compromised between non-compromised nodes
sensor nodes EG scheme  g-composite  polynomiakbased  polynomial-pool  LEKM  IKDM  our scheme

1 (L0000 (1. 00K (0.0000 (L0000 f I I
5) (.6358 0.2278 (1,000 (.0000 0 ] 0
100 0.8674 06771 (1,000 0.5R42 0 ] 0
150 0.9317 (.9109 (1,000 RELE 0 ] 0
N0 0.9824 ().9898 (1,000 RELEL 0 ] 0
250 (.9934 RELL RLLL RELEL 0 ] 0
300 0.9977 RELL RLLL RELEL 0 ] 0
3150 KELL RELL RLLL RELEL 0 ] 0
400 KELL RELL RLLL RELEL 0 ] 0
450 KELL RELL RLLL RELEL 0 ] 0
500 KELL RELL RLLL RELEL 0 ] 0
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 Resilience against group head (cluster « Resilience against sensor node
head) capture capture with CPKS and CPPS
o 0" scheme and KDM _|_ h?:":_i 1-4 | | | CFI’F’S(L:1_EIv,d:4D] —|—I
LEKM = CPPS(L=2.5,d=40 X
E 12 1 our scheme(d=40) and CPKS(d=40) ------- |
8000 | . i %
> : ST KK e YK HKHKHKHKK
i ) | g
E 6000 S s}
= S ! /
5 g /
- 4000 - S 06} /
.,_T:-I = X If!
2000 |- . . ks
S
=
— % 3
number of captured cluster heads (c) & kS

number of captured sensor nodes (c)

In the network initialization phase
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- ‘ i‘ Storage Communication Computation | Connectivity | Security

EG scheme m key ids +keys Key ids High reasonable poor
g-composite | m key ids + keys Key ids High reasonable Better than EG
Poly-pool s’ poly shares Poly shares’ ids | High reasonable Better than EG
LEKM Single key Cluster node’s id | Very low 100% Better than above
IKDM Two keys Cluster nodes’ id | Very low 100% Better than above
CPKS c keys +ids Node’s id Very low High Unconditional
CPPS C poly shares +ids c Poly ids Poly eval High Lower than CPKS
Our poly-share + MK Node's id Poly eval 100% Always

Unconditional
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= Summary

v Provides 100% network connectivity (any two nodes in a deployment group can

establish a pairwise secret key)
v Provides unconditional security against node capture
v Supports dynamic node addition after initial deployment

v Provides better trade-off between network connectivity, security, communication
and computational overheads compared to those for the existing related

schemes.
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